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Indoor PIN Pad Skimmers
Skimming is when a third-party card-reading device is installed to allow a thief to
capture customer’s payment card information. Do you know that skimming doesn’t just
happen at the fuel dispenser, but it can also happen at your PIN pad inside your store?
Indoor skimmers can be quickly installed on your PIN pad, and criminals are targeting
convenience stores, even in rural areas.
In addition to the financial cost of fraud and fines, skimmers can result in the loss of
consumer trust. It’s very important that you train your store personnel to perform daily
checks for skimmers, not only at the fuel dispenser, but inside as well.
The following are ways for checking for an indoor PIN pad skimmer:
• Be alert to suspicious activities near your PIN pad.
• Inspect your PIN pad. Look for any loose parts, your PIN pad should not
wiggle. Look to see if the keypad is raised or if they keypad appears newer
than the rest of the PIN pad.
• Listen for customer complaints about your PIN pad, skimmers may hinder the
PIN pad from working properly.
What to do if you find a skimmer?

Pictured above is an
indoor point-of-sale
skimmer that was
used to capture credit
card data.

• Notify law enforcement immediately
• DO NOT try to remove the device
• Stop all processing at that specific POS • Keep all records including logs/video
• Contact client services at 877-462-5275, ext. 9 or clientservices@clarkbrands.com.

Clark Participates in Charity Golf Outing
On June 13, our team had the pleasure of participating in the 13th
Annual Golf Outing to benefit Ayerco Charitable Foundation.
We're grateful to have had this opportunity and happy to support
such a great cause.
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The Path to EMV – Acceptance at Your Location
A successful transition to EMV chip card acceptance for both inside the store and at the fuel dispensers takes
proper planning and an understanding of the different components at your location, which will require upgrades
or replacements.
Below are the components to consider:
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All locations should carefully consider the need to transition to
EMV acceptance and to develop a plan. Nearly all your
customers carry EMV cards and have become accustomed to
“dipping” their card into the payment terminal versus swiping.
EMV cards provide additional security for cardholders and
merchants in preventing counterfeit and lost/stolen fraud. If your
location does not accept EMV cards, you open yourself up to
paying for this fraud. The fraud for inside non-EMV transactions
has already shifted to you. We have examples of locations that
have had thousands of dollars of fraud that they have had to pay
in the form of chargebacks.
The liability shift for locations not accepting EMV cards at the dispenser occurs on October 1, 2020. This means
that the number of your chargebacks will increase as these chargebacks are currently being paid for by the
issuing bank. This may mean hundreds to thousands of dollars of additional chargebacks not currently seen
today. It is estimated that this number will grow exponentially.
Clark Brands is committed to assist you with developing your plan to transition to EMV. Communicating what is
needed is one way we will assist. A series of articles will be in our monthly newsletter which will discuss each
of the components listed above. Additionally, a webpage will be created that will outline what is needed by
you. We will provide you additional information on our website when available.

Please look for your copy of the Clark Crown Connection next month.
We will be covering the Path to EMV, POS Hardware and PIN pads.
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